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1
Decision/action requested

This pCR proposes resolving an EN under Solution #1 in TR33.809
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Rationale

According to TS38.331 [3], the UE Capability Transfer procedure can be initiated after AS security established or before the AS security context established. TS 38.331 [3] leaves it up to implementation whether the 5G RAN initiates the UE Cappability Transfer procedure before AS SMC and AS security established or before.

Therefore, the following EN “Editor Note: The above text needs to be updated to indicate that this can be achieved based on network configuration.” will be deleted and replaced by the following note.

NOTE: In the current 5G RAN RRC specification [3], it is an implementation specific whether the gNB initiates UE Capability Transfer procedure after the AS SMC and AS security context established or before it.

SA3 is kindly requested to approve this pCR and approve sending an LS to RAN2 [4] for their feedback on mandating UE Enquiry Transfer procedure to only be after AS SMC and AS security context been established.
4
Detailed proposal
**** Start of pCR to TR 33.809****
6.1 
Solution #1: Protection for the UE Capability Transfer

6.1.1
Introduction  

This solution addresses the security requirement in Key Issue #1 for unicast RRC messages.

6.1.2
Solution details  

The two messages exchanged in the UE Capability transfer procedure, namely UECapabilityEnquiry and UECapabilityInformation, needs to be sent after the AS security establishment and activation.
NOTE: In the current 5G RAN RRC specification TS38.331 [2], it is implementation specific whether the gNB initiates UE Capability Transfer procedure after the AS SMC and AS security context established or before it.

6.1.3
Evaluation 

Advantage: 

This solution needs only a few changes to the current 5GS, without introducing extra cost and complexity.

Editor Note: Other evaluations for this solution are FFS.
**** END OF CHANGES ****
